SenPos VPN Gateway

Hudng dan thao tac tirng budc cho quan tri vién, Operator va ngudi dung VPN.
Phién ban 1.0 - Cap nhat 09/10/2026 - Gateway [IP]

Anh web 4y tir giao dién gateway, qua ban hién thi chi doc dé tranh thao tdc nham trén production. S6 dd trén anh tuong (rng vai cac budc hoac vi tri dugc gidi thich ngay bén
dudi. Khéng cé mat khau, private key hay ndi dung profile trong tai liéu.
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01. Tong quan va chuan bi

Hé théng gém Linux chay OpenVPN va dinh tuy&n/NAT, web .NET dé quan trj, Nginx trong Docker cung cdp HTTPS, va irng dung OpenVPN Connect trén thiét bj nguai dung.

VPN client Linux gateway Cac mang ndi bd

Thong tin Gia tri hién tai

Web quan trj va tai liéu https://[IP] va /qguide/

Dia chi VPN tir bén ngoai [IP]:1194, giao thirc UDP

IP cap cho VPN client [IP]; gateway tunnel [IP]

Gateway LAN / interface [IP] / enx68e43b3088bf

Internet cda client Gilr duong di Wi-Fi/4G/5G hién tai; chi cdc mang ndi bé dugc push qua VPN.
Xac thuc VPN hién tai Certificate va private key riéng, dugc déng gdi trong file .ovpn.

1. Quan tri vién chudn bij tai khodn web phu hgp; ngudi dung VPN nhan file .ovpn riéng qua kénh an toan.
2. Ngudi dung & ngoai cdng ty lay profile va tai liéu trudce. IP web [IP] chitruy cdp dugc khi dang & LAN pht hgp hodc sau khi VPN da két néi.
3. Kiém tra router phia céng ty chuyén ti€p UDP 1194 tir IP public vé [IP]. Khdng md truc ti€p backend port 5080 ra Internet.

4. Khi trinh duyét bdo chidng chi HTTPS khéng tin cdy, xac minh ding gateway v&i Admin va dung chirng chi/CA dugc don vi tin cdy. Khéng bd qua cdnh bao trén dia chi khéng ré
nguon goc.

Hai loai tai khoan khdéng phai mét
Admin/Operator dung dang nhap web. Hién VPN dung certificate trong profile, khéng diing mat khdu Admin/Operator. Xac thyc VPN bang username/password chi méi dugc
thao lun, chua trién khai. File MSI |a b cai Windows, khéng cai I&n iPhone.
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02. Pang nhap web

Admin / Operator

& SenPos VPN Gateway

Pang nhap quan tri

Tai khoan
T
(1) |
Mat khau
T
(2) |
Péng nhap e
{
OpenVPN Connect 3.2.0
Windows - B§ cai MSI

[«

m Huéng dan sl dung
Quan tri gateway - K&t ndi VPN

Hinh 1. Trang login. Vi tri 1-3 [a dang nhap; vi tri 4 1a tai bd cai Windows, khdong can dang nhap.

1. M@ https://[IP)/Account/Login, nhap Tai khoan dugc Admin cap tai vi tri 1.

2. Nhap Mat khau cda tai khoan web tai vi tri 2. Khdng cé mat khau mac dinh céng khai trong tai liéu nay.
3. Ba&m Pang nhap tai vi tri 3. Thanh cdng sé vao Dashboard; sai thong tin sé cé théng bado ngay trén form.

4. Pé cai client Windows, b&m OpenVPN Connect 3.9.0 tai vi tri 4. D& doc tai liéu nay, bdm Huwéng dan sir dung bén dudi link bé cai.

Két qua diing
Thanh trén cting hién thi role Admin hodc Operator. Khi dung xong, bdm biéu tugng dang xuat trén thanh nay.
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03. Quyén Admin va Operator

Chirc nang
Xem Dashboard, route/NAT, client, audit
Tao client méi

Tai profile

Revoke client, sra route/NAT, restart OpenVPN

Web Users, Backup/Restore

DP6i mat khau web clia chinh minh

Admin

Co

co

Client certificate con hop
1é

Co

co

Co

Operator

Co

C6, khdng nhan lai client da ton tai

Chi client do minh tao, theo cdu hinh hién
tai

Khéng

Khoéng

Co

Ngudi dung VPN théng thudng
Khong can tai khoan web
Nh& Admin/Operator cap

Nhén file riéng tUr nguai cap

Khéng
Khoéng

Khdéng ap dung

Operator khéng thdy menu Web Users/Backup hodc cac nGt thao tac quan tri. Goi truc ti€p URL/API bi han ché& van trd HTTP 403. Céng tic route bi khda khéng phai 16i giao dién.

Thiét bi va profile riéng

M&i thiét bi nén c6 client riéng, vi du office-laptop@1 va iphone-hai. Khdng ding mét profile cho nhiéu ngudi hodc nhiéu thiét bi cung ldc.
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04. Dashboard, trang thai client va traffic

Admin / Operator

SYSTEM OVERVIEW

openvpn

VPN GLIENTS ONLINE

2

penVPN - UDP 119

o Interface Traffia

ROUTES ACTIVE

24

GATEWAY RX

6.2 MiB

GATEWAY TX

=RX =TX RX14KiBfs-TX0B/fs

interface
Io

wg0
wn0

enxB8e43b3088bf

© VPN Clients

Hinh 2. Cac s6 danh dau trang thai dich vy, s6 client online, traffic va danh sach client.

Link

UNKNOWN

UNKNOWN

UNKNOWN

up

Blachi IP

RX téng

259.4 MiB

0B

44.3KiB

6.2 MiB

TX téng RX/s s

259.4 MiB - -

0B e =

922.0 KiB = =

7.3 MiB = =

Quan Iy clients -

Phién tén UNDEF hodc chua c6 VPN IP ¢6 thé dang chd hoan tat xac thuc, chua chirng minh client két ndi thanh céng. Chi xac nhan khi OpenVPN Connect bdo Connected va client cé

IP [IP]; ti€p tuc thir dich vu ndi bo that.

1. M@ Dashboard. Tai vj tri 1, ki€m tra OpenVPN running; Stopped nghia la dich vu chua chay.

2. Taivitri 2, doc s6 VPN CLIENTS ONLINE. Cé certificate khéng dong nghia véi dang online.

3. Tai vi tri 3, xem Interface Traffic, RX/TX t6ng va t6c do theo gidy. RX/TX dugc tinh tir phia Linux server.

4. Tai vi tri 4, xem tén client, trang thai certificate, IP VPN, dia chi ngoai va RX/TX cla phién. D liéu ty cdp nhat khoang méi 3 gidy; bdm nut 1am mdi khi can.

Poc dung trang thai

Online/Offline mé ta phién két noi; valid/revoked mo ta certificate. Sau reconnect, counter phién client c6 thé bat dau lai. Khi c6 canh béo stale, khéng coi s6 liéu cdi la trang thai

hién tai.
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05. Tao client VPN méi

Admin / Operator

VPN ACCESS

OpenVPN Clients OpenVPN running

ONLINE CERTIFICATES ENDPOINT

2 8

Client méi 09:53:16

Client name
{
L

Hinh 3. Nhé&p tén tai vi tri 1 va tao tai vi tri 2. Cac vi du trong anh chi dugc dién d€ minh hoa, khéng tao thém client production.
1. M& OpenVPN Clients. Nhap tén thiét bj vao Client name tai vj tri 1, vi du office-laptop01. Tén cé 3-64 ky tu: chit, s6, gach ngang hodc gach dudi; khéng cé dau tiéng Viét hay
khoang trang.

2. Bam Tao client tai vi tri 2 mot [an, chg théng bdo hoan tat. Khdong reload hodc bam lién tuc trong luc tao certificate.
3. Kiém tra dong client mdi xuat hién vai certificate valid. Trang thai Offline 1a binh thudng khi chua két néi.

4. B&m biéu tugng tai profile ciia dong d6, nhan file office-laptop0l.ovpn, réi chuyén riéng cho ding ngudi/thiét bi. Operator chi tai dugc profile do minh tao.

Gitr kin profile
File .ovpn hién chira certificate va private key, twong duong thong tin truy cadp VPN. Khong chup ndi dung file, khong giri vao nhém chung va khéng dang 1én thu muc cong khai.
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06. Tai profile va revoke client

Tai: Admin / Operator phu hgp - Revoke: chi Admin
Certificates & Sessions

Client Trang thal VPN IP Remote IP RX | phién

a client01 Dffline - — 0B

Hinh 4. Vi tri 1 xac dinh duing client; 2 tai profile; 3 thu hoi certificate bang biéu tugng user-x.

Tai profile

1. Tim ddng tén client & vij tri 1, kiém tra certificate valid.

2. Bdm biéu tugng tai xuéng & vi tri 2 va luu file .ovpn. Khéng stra dia chi remote hodc cac block certificate/key néu chua cé chi dan ctia Admin.

TX | phién

0B

3. Chuyén profile qua kénh dugc phép. Néu mét file hoac nghi bi 19, bdo Admin dé revoke va tao client mdi.

Thu hoi quyén VPN

1. Admin xac dinh dung client can thu héi & vi tri 1.

2. B4m bi€u tugng Thu hdi client tai vi tri 3 va doc xac nhan ngat két néi/thu hoi certificate.

Wit ndi tor

3. Xac nhan thao tac. Kiém tra trang thai d6i sang revoked va client online bi ngat. Profile revoked khéng con tai dugc.

Revoke khdng phai céng tac bat/tat

Héit han

10/01/2029

Thao tdc

©|©

Khéng c6 nut un-revoke trén web. Khi can cap lai, tao client mdi vdi tén mai. Tai liéu khong hugng dan restore ban cli d€ ma lai certificate vi ¢6 thé khéi phuc ca cdu hinh khong

mong muon.
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07. Cai va két n6i OpenVPN trén Windows

Nguai dung VPN
A. Cai phan mém

1. Trén may Windows, md trang login khi dang trong LAN/VPN phu hgp, bdm link OpenVPN Connect 3.9.0; hodc nhan b cai tir Admin. File la
openvpn-connect-3.9.0.5008 signed.msi.

2. M4 file MSI vira tai, kiém tra dung nha phat hanh OpenVPN. Trong trinh cai dat, bdm Next, doc diéu khoan va chi chdp nhan khi ban déngy.

3. Bam Install; khi Windows yéu cau quyén quan tri/UAC, dung tai khoan dugc don vi cho phép hoac nhd IT cai dat. Sau khi xong, bam Finish va m& OpenVPN Connect.

B. Import profile va két nai

OpenVPN Connect

Import Profile

Drag and drop to upload *OVPN profile
You can import only one profile at a time.

Hinh 5. Anh that OpenVPN Connect 3.7.1 trén macOS dé minh hoa ludng desktop. Windows 3.9.0 c¢6 thé khac b6 cuc; diing cac muc Upload File/FILE va Browse/Upload File tuong trng.

1. Nhan file office-laptop®1.ovpn riéng tir Admin/Operator va luu vao Downloads hodc thu muc dé tim. B cai MSI khéng chira profile cGa ban.

2. M& OpenVPN Connect. Néu da c6 profile, dung nut + hodc Menu My Profiles Add d€ md& Import Profile.
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3. Chon UPLOAD FILE / FILE tai vj tri 3 trong anh. Khdng nhap URL web quan trj vao 6 Server Address/Cloud ID.
4. B4m BROWSE / Upload File tai vi tri 4, chon file .ovpn rdi xac nhan Open. C6 thé kéo tha file vao irng dung hoac ma dup file .ovpn néu Windows d4 lién két vai OpenVPN Connect.

5. Trong man hinh xac nhan Imported Profile, kiém tra ding profile do IT cdp, bam Add / OK / Import tly phién ban. Chi nhap mat khau private key néu IT thong béo profile c6 ma
hoéa key; profile do web hién tao khéng yéu cau mat khau dé.

6. Bat cong tac cla profile d€ két ndi. Néu irng dung bdo CONNECTED va cé IP VPN [IP], chuyén sang muc kiém tra mang néi bo. D& ngat, tat cong tac.

Khéng nhap mat khau web vao VPN
Profile hién dung certificate. Néu (rng dung bat ngd yéu ciu username/password VPN, dirng va kiém tra profile véi Admin; khéng thir mat khdu Admin/Operator.

D&i chiéu thao tac import theo tai liéu OpenVPN Connect chinh thirc. Phan cai Windows thao tac theo bd cai d& dugc cung cép; may lam tai liéu khong chay Windows nén khéng gan
nhan &nh macOS la anh cai Windows.
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08. Cai va két noi OpenVPN trén iPhone

Nguai dung VPN
1. Trén iPhone, m& App Store, tim OpenVPN Connect clia OpenVPN Inc., bdm Nhan/Get va cai. C6 thé md trang (ng dung chinh thirc. Khéng tai hodc md file MSI Windows trén

iPhone.

2. Nhan profile riéng, vi du iphone-hai.ovpn, qua AirDrop hoac kénh riéng dugc don vi cho phép. Luu vao Tép/Files; gir ddng dudi .ovpn, khdng thanh .ovpn. txt.

3. M& OpenVPN Connect, vao Import Profile bang nut + néu can; chon UPLOAD FILE / FILE, vj tri 3 trén hinh 6.

4. DUng Browse/Upload File d€ chon file tir Files; xac nhan Add / OK / Import. Vi tri 4 minh hoa loai file .ovpn can nhap. Khéng chon ludng Cloud ID/URL vi gateway nay cap file truc
tiép.

5. Bat céng tac cla profile, vi tri 5 trén hinh 7. Khi i0S hédi cho phép thém cdu hinh VPN, badm Allow néu dung &rng dung va xac nhan Face ID/Touch ID/mat ma cla chinh ban.

6. Kiém tra trang thai CONNECTED, vj tri 6. M& Safari hoac &rng dung nghiép vu tdi IP ndi bd can dung. Mudn ngat VPN, tat céng tac profile.

Strong encryption
using AES-256

Full DNS leak
protection

= Profiles

ONNECTEI e
Oz ...

= Get Connected

DISCONNECTED

CONNECTION STATS

08B/s

Select all files related to a single profile.
You can import only atatime.
The maximum file size is 256 KB.

08/s
! N
0B/s 0B/s "t

00:00:01 5 sec ago

Hinh 7. Cng tac va trang thai Connected; tén, IP va counter trong anh |a dir liéu mau cta nha phat

Hinh 6. Chon Upload File va nhap .ovpn. Anh minh hoa do OpenVPN cdng b trén App Store, khéng
hanh.

phai man hinh gateway SenPos.
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VAN HANH GATEWAY / KET NOI VPN

Thir tir 4G/5G
Khi iPhone dang cling LAN vdi server, router ¢ thé khéng hé trg NAT loopback tdi IP public. D& ki€ém tra truy cap tir bén ngoadi, tat Wi-Fi va dung 4G/5G rbi két ndi lai. Internet
théng thudng van dung mang cua iPhone; chi cac subnet ndi bé dugc dinh tuyén qua gateway.

Nguén: cai OpenVPN Connect trén iOS, chuyén file .ovpn sang iOS, anh tir trang OpenVPN Inc. trén App Store.
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09. Kiém tra két ndi t&i mang ndi bo

Nguai dung VPN / Admin

1. Pam bao ng dung bdo Connected; Admin ki€ém tra client Online va IP VPN [IP] trén OpenVPN Clients.

2. Chon mot IP may dang hoat dong trong mang dich va céng dich vu dugc phép. Vi du m& https://[IP] néu may d6 c6 web HTTPS, hodc nhap IP vao Urng dung nghiép vu/RDP
phu hgp. Khéng truy cap dia chi mang [IP]1 nhu mot may dich.

3. Trén Windows, c6 thé m& PowerShell va chay céc [énh duédi day. Thay IP vi du bang may that, cdng 443 bang cdng dich vu thurc té.

4. Néu chi ping 16i nhuna tng duna/TCP két ndi duoc, ¢ thé may dich chan ICMP. Khéna két ludn mana mat két néi chi tir ping.

ipconfig

route print -4

ping [IP]
Test-NetConnection [IP] -Port 443

K&t qua mong doi
VPN ¢4 IP [IP]; cac route [IP], [IP], [IP] di qua tunnel; dich vu trén may dich tra 1&i. Internet khéng chuyén toan bé qua VPN.

GiGi han kiém thir da thuc hién
Client VPN thir @& nhan ba route va ping router LAN [IP] thanh céng. IP [IP] khéng tra I&i ping tir Linux trong lan kiém tra trudc; can IP/c6ng may dich that dé xac nhan toan tuyén
[IP].
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10. Quan ly route trén Linux

Stra: chi Admin - Xem/lookup: Admin / Operator

NETWORK

Routing Table

24 route

Route tinh m&i

Destination | CIDR Gateway Interface Metric

o 9 e enx68ed43b3088bf o 100 + Thém route e

Tatca IPvd IPvE Web managed G x

Bat Destination Gateway Interface Tablae Matric Mgudn Trang thal Thao téc

Web
[ @) enx68e4303088bT main 100 ki Active o}

unicast

Hinh 8. Destination, gateway, interface, metric, nit thém va 6 tim kiém. Céng tac chi hoat déng védi route do web quan ly.

Thém route tinh

1. M& Routing. Tim destination trudc dé tranh thém trang. Vi du [IP] hién d& c6 route quan ly, khéng thém lai.

2. Trong form Route tinh md&i, nhap Destination/CIDR tai vi tri 1; Gateway tai vj tri 2; chon Interface tai vi tri 3; nhap Metric tai vi tri 4. V&i next-hop LAN hién tai, gateway la [IP],
interface enx68e43b3088bf, metric vi du 100.

3. Bam Thém route tai v tri 5. Ki€ém tra dong mai cé ngudn Web, trang thai Active va gateway/interface dung.

Tra cru, import, bat/tat va xéa

1. Dung 6 tim kiém & vi tri 6 hodc cac bd loc IPv4/IPv6/Web managed dé tim route.

2. Véi route tinh ¢é sdn ngoai web va khong dugc bao vé, bam biéu tuong circle-plus Pua vao quan ly web. Import chi dua route vao cdu hinh luu, khéng d8i dudng di dang chay.
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3. Bat/tat cdng tic & dau dong route Web. Active 1a route dang ton tai; Disabled 13 d3 tat; Missing nghta la cdu hinh bat nhung route chua thdy trong kernel, can kiém tra.

4. B4m bi€u tugng thing rac va xac nhan néu can xda route da quan ly. Dung Route Lookup phia dudi: nhap IP may dich va bdm Tra c(ru d€ ki€m tra next-hop.

Route Linux khéac route client
Thém route trén web khong tu push route xuéng VPN client. Default, route connected/kernel, IPv6 va badng ngoai main dugc bao vé/chi xem. Khéng xéa duang di phuc vy SSH
hoac web dang dung.
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11. Quan ly NAT va xem firewall
Stra: chi Admin - Xem: Admin / Operator

NETWORK SECURITY

NAT & Firewall
MASQUERADE mdi
Source [ CIDR Destination | CIDR Output interface
( | "
a e| ) enx68e43b3088bi| + Thém NAT
Web Managed NAT
Source Destination Interface Action Thao tic
enx68e43b3088bf MASQUERADE @}
enx68e43b3088bf MASQUERADE 0]
enx68e43b3088bT MASQUERADE m}

Hinh 9. Bién ba tham s rdi thém NAT; bang dudi hién thj rule do web Iuu.
1. M& NAT & Firewall. Trong MASQUERADE mdi, nhap Source/CIDR tai vi tri 1, thudng la [IP].

2. Nhap Destination/CIDR tai vi tri 2, vi du [IP]; nhap Output interface tai vi tri 3 1a enx68e43b3088bf. Khong thém trung ba rule ndi b da co.
3. Bam Thé&m NAT tai vj tri 4. Ki€ém tra bAng Web Managed NAT c6 ddng source, destination, interface va action MASQUERADE.

4. Khi can x6a, Admin bdm thing rac ctia ddng dong va xac nhan. M& cac muc System Rules dé doc iptables/nftables; cac rule hé théng khéng ¢ chirc nang stra téng quat trén web.

Vi sao c6 NAT?
May dich thay traffic dén tir IP LAN [IP], nén khéng can return route vé [IP]. NAT khéng tu m& c8ng dich vu trén may dich. Nhitng l1énh iptables FORWARD/POSTROUTING I
firewall/NAT, khéng phai dong route trong bang dinh tuyén.
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12. Bd sung mét mang ndi bo mai

Admin + quan tri Linux/router

Vi du dudi day dung [IP] d€ minh hoa, khéng khang dinh mang d6 ton tai. Thay bang subnet that dugc don vi cho phép. Trudce khi d6i, backup cdu hinh va chon thai diém c6 thé
ngat VPN ngan.

1. Trén Linux, kiém tra route va truy cap tdi may dich that bang ip -4 route get <IP-may>va cong cu kiém tra dich vu. Néu Linux chua téi dugc, xU ly router/upstream trudc.
2. Trén web Routing, thém route cho subnet mé&i qua next-hop ding néu can. Khéng sao chép gateway vi du néu ha tang thurc té khac.

3. Trén NAT & Firewall, thém MASQUERADE ngudén [IP] t&i subnet mdi, trén interface LAN dung.

4. Qua SSH dugc cap quyén, md file push route bang sudoedit; gilr cdc dong ci va thém mét dong cho subnet méi nhu vi du dudi.

5. Kiém tra IP forwarding va rule FORWARD cua Linux. Néu firewall ¢ chinh sach chan, can cho phép tunnel t&i subnet d6 va traffic tra 10i established/related; web chi hién thj rule
hé théng, khéng tu tao moi luat firewall.

6. Trén OpenVPN Clients, Admin restart OpenVPN theo muc 13; cac client reconnect d& nhan route mdi. Kiém tra tir client t&i IP/c6ng may dich.

sudoedit /etc/openvpn/senpos-internal-routes.conf

# Dong vi du cho mang méi; khong xdéa cadc push route hién cé:
push "route [IP] [IP]"

# Ki[lm tra trudc/sau thay d0i:

ip -4 route get [IP]

sysctl net.ipv4.ip forward

sudo nft list table ip vpnadmin nat

Khéng d&i thanh full tunnel ngoai yéu cau
Khéng thém push redirect-gateway chi dé truy cdp mot mang ndi bd. Ludn kiém tra dl route server, push route client, forwarding/NAT va firewall cGia may dich.
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13. Restart dich vu OpenVPN

Chi Admin
VPN ACCESS —
- OpenVPN running Ga
OpenVPN Clients 4N
ONLINE GERTIFIGATES ENDPOINT

2 8

Hinh 10. Biéu tugng rotate-cw tai vj tri 1 kh&i ddng lai dich vu VPN, khéng phai nut refresh & thanh trén cung.
1. Théng béo cho ngudi dang str dung VPN va m& OpenVPN Clients. BAm biéu tugng dé Kh&i déng lai OpenVPN canh trang thai dich vu & vi tri 1.

2. Boc hdp xac nhan: moi client s& bj ngat tam thdi. Chon Hly néu chua dén thai di€ém phu hgp; chon OK dé€ thuc hién.

3. Ch& thong bdo hoan tat va trang thai Running; reconnect client néu chua tu két ndi lai. Kiém tra client Online va audit clia thao tac.

Pham vi thao tac
Chi restart unit OpenVPN da cdu hinh. Khéng xda certificate, profile hay route/NAT. Operator khéng c6 nut va khong thé goi truc ti€p API restart.
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14. Tao tai khoan Operator

Chi Admin

ADMINISTRATION

Web Users

Tai khoan Operator mdi

Tén dang nhap Mét khdu ban déu Role

o ops-brancho1 e Operator 2+ Tao tai khoan e

Tén ding nhip Role

admin Admin

operator Operator

Hinh 11. Form chi tao Operator, khéng tao Admin mdi; cac 6 mat khau trong anh dugc dé€ tréng.

1. MG Web Users. Nhap tén dang nhap tai vi tri 1: 3-32 ky tu chit/s6/gach ngang/gach dudi, vi du ops-branchol.
2. Nhap mét khiu ban dau tai vi tri 2, dai 12-128 ky tu. Dung mat khau riéng va chuyén truc ti€p qua kénh an toan; role luén la Operator.
3. Bam Tao tai khoan tai vj tri 3. Kiém tra tén va role xuat hién trong bang tai khoan.

4. Ngudi dugce cap dang nhap web, d6i mat khau cdia minh, roi chi dung chirc nang tao client va xem théng tin theo quyén.

Gidi han hién tai
Web chua c6 chirc ndng x6a/khéa/reset mat khdu Operator bdi Admin. Khi can cac thao tac do, lién hé ngudi van hanh; khéng stra hash JSON thd cdng néu chua cé quy trinh ki€ém
soat.
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15. D6i mat khau dang nhap web

Admin / Operator, cho chinh tai khoan dang dang nhap

] A ~

Do6i mat khau
Mat khau hién tai

o
[
Mat khau mdi

2]
[
Nhép lai mat khau mdi

5
[

£6i matkhdu [ 4 )

Hinh 12. Cac vi tri 1-4 1an lugt 1a mat khdu hién tai, mat khdu mdi, nhap lai va ndt cap nhat.

1. Chon P8i mat khau & menu; nhap mat khau web hién tai tai vi tri 1.
2. Nhap mét khiu mdi tai vi tri 2, dai 12-128 ky tu va khac mat khau hién tai.
3. Nhap lai ding mat khdu mdi tai vi tri 3; bdm D8i mat khau tai vi tri 4.

4. Sau thanh céng, irng dung dang xuat tai khoan. Pang nhap lai bang mat khdu mdi; cac phién cd cla tai khoadn do6 hét hiéu luc, tai khodn khac khéng bj déi mat khau.

Khéng phai mat khiu VPN
Thao tac nay chi d6i mat khdu web. Khéng lam thay déi certificate, profile hay xac thuc VPN hién tai.
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16. Backup cau hinh

Chi Admin

ADMINISTRATION

Backup & Restore

Gateway hién tai

Backup cau hinh

Pham vi Mat khdu ma hoa Xac nhdn mat khau

{ 1 1
o VPN, certificate, tai khoan web, route/NAT o e oF, Tai backup o
L 3|

Hinh 13. Chon pham vi 1, d&t mat khiu 2, xac nhan 3 va tai backup 4.
1. M@ Backup & Restore, chon pham vi tai vi tri 1: VPN, certificate, tai khoan web, route/NAT hoac Chi route/NAT.

2. D3t mat khdu ma hoéa & vi tri 2, dai 12-128 ky tu; nhap lai & vi tri 3. Day 1a mat khdu bao vé file backup, khéng phai mat khau web/VPN.
3. B4m Tai backup tai vi tri 4. Kiém tra trinh duyét da tai file senpos-full-...vpnbackup hodc senpos-network-. . .vpnbackup, dung lugng I&n hon 0.

4. Luu file va mat khiu & cac noi an toan, tach biét. Bat thém ghi chi ngay, ngudi tao va ly do backup. Nén backup trudc thay déi mang, revoke hang loat hoac restore.

Pham vi Bao gom Khéng bao gém

Day du VPN OpenVPN, CA/PKI/certificate/private key, profile, tai khodn web/quyén MSI/irng dung, OS/packages, Netplan/SSH, Nginx/Docker, cookie
s& hiru client, route/NAT, IP forwarding, cau hinh méi trudng web. session va lich st audit.

Chi route/NAT Route/NAT do web quan ly. Certificate/tai khoan, route hé théng va push route OpenVPN.

Chuan bj cho sy ¢6 mat may

File dugc ma héa; quén mat khau thi khong gidi ma dugc. Chir ky gan vai gateway hién tai. Cai lai OS/chuyén may can root gilr riéng khoda
/var/lib/vpn-gateway-backups/config-signing.key ngoai may, bdo vé nhu khoéa riéng va khdi phuc ding layout. File .vpnbackup mét minh khong phai ban sao toan bd may
cha.
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17. Restore cau hinh ttr backup

Chi Admin

Restore ciu hinh vpnbackup - THi da 32 MB

File backup Mét khau backup

| 1 . o & y
P E— | Xac nhan thay thé cau hinh
€ [ croose Fite | No file chosen (2] el i T Restore (4]
L 1 |

Hinh 14. Chon file 1, mat kh3u 2, xac nhan 3 va thuc hién 4.

1. Backup trang thai hién tai trudc. Xac minh ding gateway, dung thai diém can khéi phuc va cé mat khdu web nam trong ban backup néu chon ban day dd. Théng bao thdi gian
bao tri.

2. Trong phan Restore, bam chon file tai vi tri 1 va chon .vpnbackup cla gateway nay, téi da 32 MB.
3. Nhdp méat khdu ma hda da dung khi tao file tai vi tri 2. Tich Xac nhan thay thé cau hinh & vi tri 3.
4. B4Am Restore tai vi tri 4, doc hdp canh bao rdi xac nhan. Sai mat khiu/file bi sira/chit ky khac gateway bi tir chdi trudce khi dp dung.

5. V@i ban route/NAT: chd thanh c6ng va kiém tra lai Routing/NAT; OpenVPN khong bi restart. V&i ban day dd: OpenVPN restart, web restart sau khoang 10 gidy; doi réi dang nhap
badng tai khoan/mat khau trong backup.

6. Kiém tra client/certificate, route/NAT, kha ndng truy cap may dich va Audit Log. Reconnect cac thiét bj VPN; revoke lai cac certificate can thu héi néu trang thai backup qua c.

Restore day da c6 thé mé lai certificate da revoke
Trang thai tai khoan, quyé&n va PKI quay vé thdi diém backup. Cac POST méi tam bi chan 503 trong khi restore/chd web restart. Audit hién tai khéng bi ghi dé.

Né&u restore 16i
Backend luu snapshot truéc thay d6i & /var/1ib/vpn-gateway-backups/pre-restore-*/configuration.json va rollback néu ap dung I6i. Néu rollback cting 16i, dirng thao tac lap
lai va nho root phuc héi snapshot; chi x(r ly c& restore-in-progress sau khi kiém tra hé théng.
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18. Tra ctru lich str audit

Admin / Operator

ADMINISTRATION

Audit Log
O o mn [

Thdi glan Usar P Thao tic
09/10/2026 09:38:47 operator /Backup/Restore
09/10/2026 09:38:47 operator /Backup/Create
09/10/2026 09:38:47 operator JBackup
09/10/2026 09:38:47 admin /Backup/Restore
09/10/2026 09:38:47 admin /Backup/Create
09/10/2026 09:38:46 admin J/Backup/Restore

Hinh 15. Tim theo user, IP, thao tac; kiém tra két qua success/failed/forbidden.

1. M& Audit Log, nhap tir khéa & vi tri 1, vi du tén client, username, /0penVpn/Restart hodc /Backup.

2. Bam Tim kiém tai vi tri 2.

3. BGi chi€u thai gian UTC+7, User, IP, Thao tac, B8i tugng va K&t qua & vi tri 3. success 1a thanh cong; failed 13 16i; forbidden 1a bi chan quyén; started 1a da ghi nhan y dinh va chua

cé két qua cubi tuong Ung.

Audit &rng dung khéac log OpenVPN

Bl tudng

16 ban ghi

Kt qua

forbidden

forbidden

forbidden

SucCcess

success

failed

Audit ghi cac thao tac web/profile download, khéng phai toan bé log két néi ciia daemon. Khéng ghi mat khiu hodc néi dung private key. Khi chdn doan tunnel, Admin c6 thé can

journal OpenVPN qua SSH.
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19. Xtr ly l6i thwo'ng gap

Hién tugng

Khong ma dugc web tir 4G/Internet

Connection timeout / khéng két ndi VPN

Connected nhung khéng vao dugc mang néi bd
iPhone khong thay file .ovpn

Certificate revoked / verification failed

Ung dung yéu cau VPN username/password bat ng&
Operator khong thay nut tai profile hoac bj 403
Route Missing hodc c6ng tac bi khoa

Restore sai mat khiu / signature invalid

HTTP 413 / upload restore qud I&n
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Kiém tra theo thi tw

IP web 1a IP ndi bd. Lay profile trudc, két ndi VPN roi mé web; khéng dung IP public VPN nhu mot URL cép profile ty
déng.

1. Dung dung profile. 2. Thir 4G/5G d€ tranh NAT loopback. 3. Admin kiém tra Running. 4. Kiém tra UDP 1194 port
forwarding/firewall va IP public. Ping public khéng chirng minh céng UDP dang mé.

1. Reconnect d& nhan push route. 2. Kiém tra route client va tring subnet Wi-Fi. 3. Linux phai t&i dugc may dich. 4. Kiém
tra route server, forwarding/NAT va cng/firewall mdy dich. Khéng thém redirect-gateway tuy tién.

Luu vao Files, kiém tra dudi khéng thanh .txt, m& Upload File/Browse trong OpenVPN Connect va chon ddng vi tri luu.
Khéng nhap file MSL.

Admin kiém tra certificate con valid, ngay gid thiét bj ding va profile dung gateway. Certificate revoked can cp client
mai; khéng tat kiém tra certificate.

Hé théng hién dung certificate. Kiém tra ngudn profile v&i Admin, khéng nhap mat khdu dang nhap web va khéng bé
qua xac thuec.

Chi tai profile chinh minh tao, certificate con valid. Cac chirc nang quan tri/Backup/Web Users/revoke/restart bj chan
theo quyén, khéng phai 16i.

Missing: Admin kiém tra interface/gateway va cdu hinh Linux. Céng tic khoa: route hé théng dugc bdo vé hodc user chi
xem. Import chi 4p dung véi route tinh dugc phép.

Dung dung mat khdu ma hoéa va backup tir gateway nay. Khéng sira file. N&u d6i may/cai lai OS, can khéa ky géc va ding
layout; nho root x(r ly.

Gidi han file 14 32 MB; ki€m tra cdu hinh Nginx da cho request multipart 34 MB. Khéng tat gidi han hodc ting tay tién dé
nhan file khdong ré nguon.
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Hién tugng Kiém tra theo thar tu

HTTP 503 sau restore day du Doi web restart khodng 10 gidy roi thir lai. Néu kéo dai, Admin ki€m tra service/journal va c& restore-in-progress; khéng
tu x6a co trudc khi biét restore/rollback da két thuc.

MSI khéng cai dugc / can quyén Admin Windows Dung bé cai dung Windows va tir nguén da xac minh. Nh& IT cdp quyén cai; ghi lai théng béo 16i, phién ban OS va gui
qua kénh hé trg. Khong tat antivirus dé thur.

Khi guri yéu cau hé trg, cung cdp thdi gian, tén client, IP/céng may dich, thong bao 16i va anh trang thai. Khong gri mat khiu, khéa riéng, file backup hoac néi dung .ovpn vao nhém
cdng khai.

SenPos VPN Gateway | Hudng dan 1.0 | 09/10/2026 24



